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Data Protection and Retention Policy & Compliance Review 
Data Protection

Introduction
This Policy is adopted by Hertingfordbury Parish Council pursuant to its statutory duty to comply with the General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
It will be made available to councillors, employee(s), resident representatives and, where appropriate, volunteers to ensure that they are aware of the Council’s requirements for data protection.
It will be periodically reviewed in light of experience and relevant guidance.
Information which is not Personal Data and is not confidential will be made available to other parties, primarily partner organisations and residents of the Parish. Details of information which is routinely available is contained in Hertingfordbury Parish Council’s Publication Scheme.

Data Protection and the Parish Council
The GDPR and the DPA 2018 place controls on the processing of Personal Data.
Personal Data is any data which concerns a living and identifiable individual, who can be identified directly from that data or indirectly by reference to other data held. Examples include a name, photo, address, email address, bank details, or other information which uniquely identifies an individual.
Processing includes obtaining, recording, holding or using information.
Hertingfordbury Parish Council processes Personal Data to enable it to carry out its statutory duties, represent the community of the Parish, provide and promote its services, maintain its accounts and records, and manage its employee(s) and contractors.
The Council will comply with the GDPR and the DPA 2018 by ensuring that Personal Data:
· is processed lawfully, fairly and in a transparent manner
· is for specified, explicit and legitimate purposes
· is adequate, relevant and limited to those purposes
· is accurate, kept up to date and only held for as long as necessary
· is secure

Code of Conduct Obligations
The Parish Council Code of Conduct obliges members/co‑opted members to:
· Restrict access to information when the wider public interest, the Council’s Constitution, or the law requires it.
· Behave in accordance with all the Council’s legal obligations, policies, protocols and procedures.
· Not knowingly do anything which might cause the Council to breach legislation.
· Always treat all people and organisations with respect and propriety.
These obligations, together with this Data Protection Policy, apply to councillors, employee(s), and resident representatives.

General Provisions
Hertingfordbury Parish Council will be the registered Data Controller with the Information Commissioner’s Office (ICO). The Clerk will be registered as the main contact for the Council with the ICO.
Hertingfordbury Parish Council is not required to appoint a Data Protection Officer. Implementation of the procedural requirements of this policy will be affected and monitored by the Clerk as part of their statutory responsibilities.
1. Processing Activities
The Council processes Personal Data in the following ways:
· Pursuing the legitimate interests of its duties as a public body and maintaining information required by law.
· Recording and updating details about councillors, employee(s), partners and volunteers.
· Recording details concerning individuals who contact the Council for information, to access services or facilities, or to make a complaint.
· Maintaining records on current, past and potential employees.
· 
2. Lawful Basis
The Council’s right to process Personal Data is defined under GDPR Article 6 (1):
· (a) Processing is with consent of the individual.
· (b) Processing is necessary for the performance of a contract.
· (e) Processing is necessary for the legitimate interests of the Council.

3. Council Documents
Standard Council documents (agendas, minutes, governance documents, website publications) will not contain Personal Data unless unavoidable and lawful, or where consent has been given. Where possible, records should use generic references (e.g., “resident of the Parish”, “Planning Officer”).

4. Planning and Consultation Documents
Circulated documents from other authorities will be assumed to meet lawful processing requirements under statutory rights of inspection.

5. Consent
Where necessary, consent will be obtained by the Clerk using the Council’s standard consent form, which references individual data rights.

6. Retention
Documents containing Personal Data processed under lawful purposes will be retained for the minimum retention period advised by the SLCC.

7. Privacy Statement
The Council will provide guidance on individual rights through a Privacy Statement published on the Parish website.

8. Communications
All communications collecting Personal Data will include a reference to the Privacy Statement, for example:
Hertingfordbury Parish Council is the Data Controller for this information and takes the protection of your personal data seriously. The Council will only use the information provided here for [insert purpose]. This personal data will be deleted within [insert timeframe]. You have the right to request access, rectification, and erasure of this data, and the right to lodge a complaint with the Information Commissioner.

Queries should be directed to:
Parish Clerk
clerk@hertingfordbury-pc.gov.uk
 www.hertingfordbury.-pc.gov.uk

11. Website Privacy Notice
The Privacy Notice on the Council’s website specifies controls on processing the Personal Data of users.

12. Email Handling
Emails received to personal accounts regarding Council business must be forwarded to the Clerk for review.

13. Data Sharing
Personal Data will not be shared with third parties or used for purposes other than that for which it was provided.

14. International Transfers
Personal Data will not be transferred outside the United Kingdom.

15. Reporting Breaches
Councillors and representatives must report any actual or suspected breaches to the Clerk.

16. ICO Notification
The Clerk will report any data breach to the ICO as soon as reasonably practicable.

17. Complaints
Complaints regarding the processing of Personal Data should be made to the Clerk or directly to the ICO:
EMAIL: casework@ico.org.uk
TEL: 0303 123 1113





Document Retention 

Introduction  
1.1. 	The guidelines set out in this document supports the Parish Council Data Protection Policy and assists us in compliance with the Freedom of Information Act 2000, the General Data Protection Regulation 2018 (GDPR) and other associated legislation.  
1.2. 	It is important that the Parish Council has in place arrangements for the retention and disposal of documents necessary for the adequate management of services in undertaking its responsibilities.  This policy sets out the minimum requirements for the retention of documents and sets out the requirements for the disposal of documents.  However, it is important to note that this is a live document and will be updated on a regular basis.  
1.3. 	Thurcroft Parish Council will ensure that information is not kept for longer than is necessary and will retain the minimum amount of information that it requires to carry out its functions and the provision of services, whilst adhering to any legal or statutory requirements.   
Aims and Objectives   
2.1. 	It is recognised that up to date, reliable and accurate information is a vital to support the work that the Parish Council does and the services that we provide to our residents.  This document will help us to:  
· Ensure the retention and availability of the minimum amount of relevant information that is necessary for the Council to operate and provide services to the public.   
· Comply with legal and regulatory requirements, including the Freedom of Information Act 2000, the Environmental Information Regulations 2004 and the GDPR.  
· Save employees’ time and effort when retrieving information by reducing the amount of information that may be held unnecessarily. 
· Ensure archival records that are of historical value are appropriately retained for the benefit of future generations.  
Scope  
3.1. 	For the purpose of this policy, ‘documents’ includes electronic, microfilm, microfiche and paper records.  
3.2. 	Where storage is by means of paper records, originals rather than photocopies should be retained where possible. 
 
Standards of good practice  
4.1. 	The Parish Council will make every effort to ensure that it meets the following standards of good practice:  
· Adhere to legal requirements for the retention of information as specified in the Retention Schedule at Annex A.   
· Personal information will be retained in locked filing cabinets within the Clerk’s home address or on the secure online storage through and back-up copies held on portable storage devices, access to these documents will only be by authorised personnel.  
· Disclosure information will be retained in a locked cabinet in the Clerk’s home address or on the secure online storage through and back-up copies held on portable storage devices.  
· Appropriately dispose of information that is no longer required.    
· Appropriate measures will be taken to ensure that confidential and sensitive information is securely destroyed.  
· Information about unidentifiable individuals is permitted to be held indefinitely for historical, statistical or research purposes e.g. Equalities data.     
Breach of Policy and Standards   
5.1. 	Any employee who knowingly or recklessly contravenes any instruction contained in, or following from, this Policy may, depending on the circumstances of the case, have disciplinary action, which could include dismissal, taken against them. 
 
5.2. Where there is a breach of the policy, the Council may need to consider whether there is also a breach of the GDPR. 
Roles and Responsibilities  
6.1. 	The Parish Council Clerk has responsibility for implementation of the policy under delegation of the Parish Council. 
6.2. 	The Parish Council Clerk is responsible for the maintenance and operation of this policy including ad-hoc checks to ensure compliance.
Retention  
7.1. 	Timeframes for retention of documents have been set using legislative requirements, guidance from the National Association of Local Councils and the Chartered Institute of Personnel and Professional Development (CIPD).  
	7.2. 	Throughout retention the conditions regarding safe storage and controlled access will 
remain in place.    
7.3. 	The attached ‘Appendix’ shows the minimum requirements for the retention of documents as determined by the Parish Council for the management of specific documentation types. Officers holding documents should exercise judgement as to whether they can be disposed of at the end of those periods detailed in the attached ‘Appendix. 
 
Disposal 
8.1. 	Documents/data no longer required by Parish Council for administrative purposes must be finely shredded/disposed of through specialist waste removal contractors and deleted entirely and securely from the Parish Council computer system(s). 

APPENDIX A   
Document Retention Timescales  
	Document 
	Retention Period 

	Finance 
	

	Financial Published Final Accounts 
	Indefinitely 

	Annual Governance and Accountability Return 
	Indefinitely 

	Final Account working papers   
	6 years   

	Records of all accounting transactions held in the    financial management system   
	At least 6 years 

	Cash Books (records of monies paid out and received) 
	12 years 

	Purchase Orders 
	6 years 

	Payment Vouchers Capital and Revenue (copy invoices) 
	12 years 

	Goods received notes, advice notes and delivery notes 
	3 years   

	Debtors and rechargeable works records 
	6 years 

	Expenses and travel allowance claims 
	6 years 

	Asset Register for statutory accounting purposes   
	10 years   

	Adopted annual budget   
	6 years 

	Financial Plan 
	6 years 

	Budget Estimates – Detailed Working Papers and summaries   
	3 years   

	Bank Statements (electronic) and Instructions to banks   
	6 years 



	Bank Statements (Hardcopy) 
	6 years  
 

	Prime evidence that money has been banked   
	6 years   

	Bank Reconciliation   
	3 years   

	Cheques presented/drawn on the Council bank  accounts   
	3 years   

	Grant/Funding Applications & Claims 
	3 years 

	Precept Forms 
	Indefinitely 

	Internal Audit Plans/Reports 
	3 years 

	Fees and Charges Schedules 
	6 years 

	Loans and Investment Records; temporary loan receipts 
	10 years (after redemption of loan) 

	Current and expired insurance contracts and policies and Insurance records  
	3 years (or if it is possible for a claim to be made) 

	Claims correspondence 
	3 years after settlement 

	Employers Liability Insurance Certificate 
	40 years 

	VAT records, input and output 
	10 years 

	Final accounts of contracts executed under hand or seal 
	12 years from completion of contract 


 
	Redundancy records 
 
	6 years from the date of redundancy 

	Personnel/employment 

	Unsuccessful application forms 
	6 months to 1 year 

	Unsuccessful reference requests   
	1 year 

	Successful application forms and CVs 
	      For duration of employment 
    + 6 years 

	References received 
	For duration of employment 
 + 6 years 

	Statutory sick records, pay, calculations, certificates etc. 
	For duration of employment 
 + 6 years 

	Annual leave records 
	For duration of employment  
+ 6 years 

	Unpaid leave/special leave 
	For duration of employment 
 + 6 years 

	Annual appraisal/assessment records 
	Current year and previous 
 2 years   

	Time Control Records 
	2 years 

	Disclosure and Barring checks 
	6 months   

	Employee Personnel files, training records, discipline and grievance records and working time records 
	6 years after employment ceases 

	Disciplinary or grievance investigations - unproven 
	Destroy immediately after investigation or appeal

	Statutory Maternity/Paternity records, calculations, certificates etc   
	3 years after the tax year in which the maternity period ended 

	Time sheets and overtime claims 
	6 years 

	Statutory end of year returns to Inland 
Revenue and Pensions records 
	Indefinitely 

	Income Tax and National Insurance Records 
	Not less than 3 years after the end of the financial year to which they relate 

	Wages/salary records, overtime, bonuses, expenses etc   
	6 years    

	Accident books, records and reports 
	3 years from date of last entry (If a child or young adult is involved, then until the person reaches the age of 21 

	Redundancy records 
 
	6 years from the date of redundancy 
 

	Supporting documentation for tax returns 
	6 years 


 




	Corporate 
	

	Councillors Registers of Interests 
	When councillor is no longer a public office holder 

	Councillors Declaration of Acceptance of 
Office forms 
	When councillor is no longer a public office holder 

	Chairman’s Declaration of Acceptance of 
Office 
	When the term of office comes to an end 


 	 

	All Parish Council minutes including minutes of committees, sub-committee meetings and any working group minutes 
	
	Permanently (in perpetuity) and archived after two years 

	Policies and procedures 
	
	Until updated or reviewed 

	Asset management records 
	
	Indefinitely 

	Internal audit fraud investigation 
	
	7 years from date of outcome of investigation 

	Risk register 
	
	Indefinitely 

	Risk assessments (any) 
	
	6 years 

	Pre-tender qualification document, summary list of expression of interest received, a summary of any financial or technical evaluation supplied with the expressions of interest Initial application 
	
	1 year 

	Successful tender documentation Life of contract 
	
	6 years from date of final payment 

	Unsuccessful tender documentation 
	
	Until final payment of contract let is made 

	Deeds of land and property 
	Permanently or until property disposed of

	Land and property rental agreements 
	6 years after expiry of the agreement 

	Property evaluation lists 
	Indefinitely 

	Lease agreements, variation and valuation queries 
	15 years after the expiry of the agreement 

	Documentation referring to externally funded projects 
	6 years  
 


 	



 	 	 	 	 	 	 	 	 	 
	Health & Safety
	 

	Health and Safety Accident books and records 
	3 years after the date of the last entry (unless an accident involving chemicals or asbestos is contained within then 40 years). If the accident concerns a child or young adult retain until the person reaches the age of 21.  

	Medical records containing details of employee exposed to asbestos or as specified by the Control of Substances Hazardous to 
Health Regulations 1999 
	40 years from the date of the 
last entry 

	Medical examination certificates 
	4 years from date of issue 
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	Parks and play area inspection reports 
	6 years 

	All inspection certificates 
	6 years 

	Repairs job sheets 
	2 years 

	Periodic machinery inspection tests (PAT, equipment calibration etc) 
	2 years 

	Documents relating to the process of collecting, transporting and disposal of general waste 
	3 years 

	Documents relating to the process of collecting, transporting and disposal of hazardous waste 
	10 years 

	Plant and equipment testing 
	2 years 

	Unusual Incident Forms 
	3 years 

	Manual Handling Assessment Forms 
	3 years 
 


 
	
	Other 
	

	Hard copy routine correspondence  
	
	Retain until matter dealt with; maximum period 6 months.  Where the Parish Council believes that it is necessary to keep correspondence for an increased length of time, it will redact personal data from the correspondence.

	Electronic routine correspondence  
	
	Retain until matter dealt with; maximum period 6 months. Where the Parish Council believes that it is necessary to keep correspondence for an increased length of time, it will redact personal data from the correspondence.



	Requests under the Freedom of 
Information Act 2000 
	Retain until matter dealt with plus 6 months.  Where the Parish Council believes that it is necessary to keep correspondence for an increased length of time, it will redact personal data from the correspondence. 

	Planning Applications
	Recommendations in connection with
relevant planning applications are recorded in the minutes which are retained indefinitely. Correspondence (both hard copy and electronic) received in connection with planning applications will be retained in accordance with the routine documents/correspondence as mentioned.


 
	Agreements and related correspondence 

	Contracts with customers and suppliers 
  

Licensing agreements, Rental/Hire  
Purchase agreements 
  

Indemnities and guarantees 
  


Other agreements and contracts 
	Six years after expiry or termination of contract 
 
Six years is generally the time limit 
within which proceedings founded on a contract may be brought 
 
If the contract is executed as a deed the limitation period is twelve years 
 
Actions for latent damage may be brought up to fifteen years after the damage occurs 

	Donations and Subscription Records 

	Donations granted and related correspondence 
	Six years 

	Deed of covenant 
	Six years after last payment made but up to 12 years if any payments are still outstanding or there is any dispute regarding the Deed 

	Subscription records 
	3 years after cessation of membership 



Data Protection Compliance Checklist
Section A – General Information
· Date of Assessment: __________________________
· Assessor Name/Role: __________________________
· Area/Function Reviewed: ______________________
Section B – Compliance Checklist
	Area
	Key Questions
	Evidence
	Compliant (✔/✘)
	Actions Required

	Lawful Basis
	Is there a documented lawful basis for processing each category of personal data?
	Policies, consent forms, contracts, Banking information
	
	

	Transparency
	Are privacy notices clear, accessible, and up to date?
	Website, letters, forms
	
	

	Data Minimisation
	Is only necessary data collected and retained?
	Forms, registers
	
	

	Accuracy
	Are records regularly checked and updated?
	Meeting minutes, registers
	
	

	Storage Limitation
	Is data retained only for statutory or operational needs?
	Retention schedule
	
	

	Security
	Are electronic and paper records stored securely?
	Passwords, locked cabinets
	
	

	Rights of Individuals
	Are procedures in place to respond to subject access requests?
	SAR log
	
	

	Breach Management
	Is there a breach reporting procedure and log?
	Breach register
	
	

	Training
	Have councillors/staff received data protection training?
	Training records
	
	

	Website compliant
	Does the website avoid publishing unnecessary personal data?
	Website review
	
	

	Third‑Party Sharing
	Are contracts with suppliers/partners GDPR‑compliant?
	Contract register
	
	



Section C – Summary
· Overall Compliance Status: __________________________________
· Key Risks Identified: _______________________________________
· Recommended Actions: ______________________________________
· Date for Next Review: _______________________________________






Data Protection Essentials – Staff & Volunteer Briefing
Why Data Protection Matters
We handle personal information every day – names, emails, addresses, and sometimes sensitive details. The law (UK GDPR & Data Protection Act 2018) requires us to protect this information and use it responsibly.
Your Key Responsibilities
✔ Only collect what you need – don’t ask for or keep unnecessary personal details.
✔ Keep data secure – lock paper files away, use passwords for electronic records.
✔ Be fair and transparent – let people know why their data is collected and how it will be used.
✔ Check accuracy – update records if you spot errors.
✔ Don’t keep data longer than necessary – follow the Council’s retention schedule.
✔ Respect confidentiality – don’t share personal data outside the Council unless lawful and necessary.
✔ Report concerns quickly – tell the Clerk if you think data has been lost, shared in error, or misused.

Rights of Individuals
Everyone has the right to:
· See the data we hold about them (Subject Access Request).
· Ask for corrections or deletion.
· Object to how their data is used.
· Complain to the Information Commissioner’s Office (ICO).

Common Situations
· Minutes & Agendas: Avoid including personal details unless legally required.
· Emails: Forward council business emails to the Clerk’s official account.
· Events: Use consent forms when collecting volunteer or participant details.
· Third Parties: Only share data with trusted partners where contracts include GDPR clauses.
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